NEWBRIDGE

MICROSYSTEMS

" CA20C03A & CA20C03W

DES ENCRYPTION PROCESSORS

The CA20CO03A is an improved version of the
DES encryption processor designed by
Newbridge Microsystems, while the CA20C03W
is the Western Digital WD20CO03A silicon sold
and supported exclusively by Newbridge
Microsystems. The information in this document
applies to both the CA20C03A and CA20C03W
(referred to jointly as CA20C03A/W) uniess
stated otherwise.

Data transfer rates up to 3.85 Mbytes per second
for CA20C03A

Encrypt and decrypt using Data Encryption
Standard (DES) adopted by the U.S. Department
of Commerce, National Bureau of Standards
(NBS) - publication FIPS PUB 46 (1-15-1977)
Validated by the National Institute for Standards
and Technology (NIST) in accordance with the
procedures specified in NBS publication 500-20
Electronic Code Book (ECB) and Cipher Block
Chaining (CBC)

Encrypt and decrypt 64-bit data words using 56-
bit key words

Parity check on key word loading

Key stored in device is not externally accessible
Standard 8-bit microprocessor interface

Battery Back-up capability of internal key
register for CA20C03A

Low power CMOS with TTL /O compatibility
Available in PLCC, PDIP, and TQFP packages

Table 3-1 : CA20C03A/W Transfer Rates

|

Defenee or the US State Department and Department of Defence

Newbridge Microsystems

The Newbridge Microsystems CA20C03A and CA20CO3W
DES Encryption Processors are designed to encrypt and
decrypt 64-bit blocks of data using the algorithm specified in
the Federal Information Processing Data  Encryption
Standard - publication FIPS PUB 46 (1-15-1977). DES is the
standard data encryption algorithm used for file and
communications encryption, and  as widely
established in the security, finance and banking industries.
The CA20CO3A/W encrypt 64-bil clear text words using 56-
bit, user-specified keys 10 produce 64-bit cipher text words.
When reversed, the cipher text words are decrypted to
produce the original clear text words.

such iy

If your application requires strictly WD2001 mode then
please contact the factory for documentation.

The CA20C03A/W are implemented in low power CMOS
technologies with TTL compatible /0. They are offered in
28-pin PDIP, 28-lcad PLCC, and 44-pin TQFP packaging.
Application arcas for the CA20CO3A/W DES chips span a
diverse industrial base of financial, information processing,
telecommunications and data communications companics.

s Secure Brokerage transactions
¢ Electronic fund transfers

= Secure banking/business accounting

* Mainframe communications

¢ Remote and host computer communications
o Secure disk or magnetic tape data storage

= Sccure packel-switching transmission

Product Code Data 1;;:;;::; I;ae:e;;ciﬁ:)Mode System Clock
CA20C03W-5 0.40 S MHz
CA20CO3W-8 0.64 8 MHv.

CCA20C03A-S 0.77 5 MHz
CA20CO3A-10 1.54 10 MHz
CA20C03A-16 2.46 16 MHy
CA20C03A-20 3.08 20 MHz
CA20CO3A-25 3.85 25 MHz

Warning: These devices cannot be shipped outside North America without wrilten authorization from Canadian External Affairs and Departinent of National
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Figure 3-1 : CA20C03A/W Block Diagram
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Newbridge Microsystems CA20C03A & CA20C03W
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Figure 3-2 : CA20CO3A/W Pin Configurations

Note {: For the CA20C03W device, pin 1 s a no connect (N/C) for the PDIP
and PLCC packages, pin 40 is a N/C for the TQFP package.
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CA20C03A & CA20C03W Newbridge Microsystems

Table 3-2 : Pin Description

I
Pin i
Symbol Type Name and Function
PLCC | PDIP | TQFP

A0, NK 19 19 24 1 Address 0, New Key: When cres s logic | or open, a high on this input addresses the
Command or Status Register (see Table 3-18)

When cRPS and A1 QYN are logic 0, a high on this input requests that a new key be loaded in
the Key Register. Device responds by activating the KR pin.

Al OIN 6 6 2 [ Address I, Old/New: When ¢RPS is logic 1 or open, and this input is logic 1, the Status
Register is addressed (€S = 0, AQ = 1). When this input is togic O, the Command Regisier is
addressed (©s — 0, AD — 1), This input is ignored when AQ — (. Note that this input has an

i internal pull up resistor. (CA20C03A silicon only)

; When CRPS is logic O (low) and this input is logic 0, the device is in CA20CD3IA/W mode.
When this input is logic 1, the device is in WD2001 mode. The only way to retum 1o
CA20CO0IA/W mode from WID2001 mode is 1o reset the device
Caution: In WD2001 mode, pin 6 of the CA20CO3A device must not be connected to + 12V as it
will irreparably damage the device, The CA20C0IW may have this pin connected to + 12V
withowt harm to the device,

ACT 23 23 29 170 Activate: When cRPS s ogic | or open, this pin iy an outpul reflecting the status of the Acrivate
bit (bit 1) of the Command Register,

When €RPs s logic 0, this pinis an input that overrides the Activate bit of the Command
Register.
BB | 1 40 /o Battery Back-up Key: When CRPS is logic 1 (open), this pin is an output reflecting the slatus
of the battery back-up key bit tbit §) of the Command Register. When CRPS s logic O or low,
; this pin is an input that averrides the bartery back-up key bit. This pin is a no connect for the
j CA20C03W device
CBU/ECB 2 2 42 1o Cipher Block Chaining/Flectronic Code Book: When CRPS s logic | or open, this pin is an
outpul pin reflecting the status of CBC/Ce8 hit (hit 7) of the Command Register.
When cAPS s logic 0, this pin is an input pin and overrides the CBC/ECB bit of the Command
Register.

CLK i 9 9 9 1 Clock: Systern clock input

CRPS 20 20 25 1 Command Register Pin Select: This input selects DAL bus or input pin programming ot the
Command Register. CAPS high or open selects DAL bus programniing. GRPS low sclects input
pin prograraming This input incorporates an internal pull-up resistor

cs 10 10 10 i Chip Select: Cs is made low to access registers within the device.
DAL 7 -0 1118 1H18 | 1L12,15, | VO Data Lines: Eight active true, tri state, bi directional /O lines used for information transfer to
16,18.19.2 and from the DES device. All Command Register, Status Register, Kev Word and Data Word
1.23 transfers arc via this bus.

DIR 27 27 16 O Data-In Request: This outpul is active high when the DES device is requesting that byte of the
Dara Word be writlen into the Data Repister UThe Data Register is automatically addressed when
DIR is active, unless overridden by AO).

DOR 28 28 a7 O Data-Out Request: This output is active high when the DES device is requesting that a byte of
the Data Word be read from the Data Register (The Data Register is astomatically addressed
when the DOR s active, unless overridden hy AQ).

E/D 24 24 31 /0 Enerypt/Decrypt: When CRPS is high or apen, this pin is an output reflecting the status of the
Encrvpi/Decrvpe bit (it 3) of the Command Register.

When CRPS s Tow, this pin is an input pin that overrides the Encrypt/Decrvpt bit of the
Command Register
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Newbridge Microsystems

CA20C03A & CA20C03W

Table 3-2 : Pin Description

Symbol

IVIR

KPE

KR

MR

RE

SPIR

Newbridge Microsystems

CcC

26

Pin
PDIP

3

26

TQFpP

43

RE)

33

Cont'd

O

Name and Function

Initial Vector-In Request: This output is active high when the device is requesting that a byte of
the 7V Word be written into the 1V register (The 1V regisier is automalically addressed when
IVIR is active, unless overridden AO).

Key Parity Error: This output is active low when cnabled via the Command Register bit 2
(KEOE) and a parity error has been detected during loading of the Key Register,

Key Request: This output is active high when the DES device is requesting that a byte of the
Key Word be written into the Key Register. (The Key Register is automatically addressed when
KR is active, unless overridden by AQL)

Master Reset: MR active low resets the Command and Status Registers and resets intermal
circuitry. (Requires active clock for resel operation. )

Read Enable: The contents of the selected register are placed on the DAL bus lines when €8
and RE are made low.

Special Pattern-In: This output is active high during battery back-up mode, when the device is
requesting that a byte of the Special Pattern Word be written into the Data Register (The Data
Register is automatically addressed when SPIR is active, unless overridden by A0).

Power Supply: +5V £10%

Ground: Ground

Write Enable: Information on the DAL bus lines is written into the selected register when €8
and We are made fow.
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CA20CO03A & CA20CO3W Newbridge Microsystems

Table 3-3a : AC Characteristics For CA20C03A (5, 10, 16 MHz)
To=01t070°C,Vpp = +5.0V £ 10%, Vgg = OV

 Limits Limits |  Limits
Symbol | Parameter Test Condition SMHz 10MHz 16MHz Unit
Min Max Min Max Min Max
tgr AE Tonext re & 2CLK 2CLK 201K ns
tpw we T tonext we L 201 K 21K 201K ns
ey Clock cycle time 200 100 625 ny
AR DORT, DOAT from ae T 201K +30 2CLK+30 2CLK430| s
aw KRT, DIRT, IVIRT, SPIRT KAT 201.K430 201K 130 LK ns
and DIAT from we T
thoR DOR! from rRe 4 i 150 80 50 ns
|
thow KRL, DIRL, IVIRL, SPIRL from CLOAD =SO0pF 150 80 50 ns
wel
Iy Re Tt DAL float 10 100 10 50 s s ns
[ DAL hotd from we T 20 15 10 ns
thsk DOAL from Re d 1CLK 30 1C1L.K+ 30 1CLK+30|  ns
thsw KAl DIAL from we L 1CLK +30 1CLK +30 ICLK+30|  ns
thyw DAL setup WET 80 40 30 ns
Imi Master reset pulse width 2CLK 2CLK 201K Hs
tRACT AD, A1.CS hold from Re T QO 0 G ns
tRACS AD, AT, CS setup o RE L 25 15 5 ns
R RE pulse width 200 100 60 : s
iy RE L to DAL valid CLOAD = 50pE 150 90 .S ns
twACH A0, AL, CS hold from we T 0 Y 0 ns
twWACS AD, ALCS setup to we L 25 15 S ns
i
twr WE Pulse Width 125 vs J 60 ns

Notes tfor Tables 3a, b, and 3c:
1. All output timing specifications reflect the following:

High Outpui 2.0V, Low Output 0.8V

Clock Input: Clock signal duty cycle is 50% £ 10%. There is no minimum frequency.

g 18 2 CLKS in all cases tor the CA20CO3A device.

Time hetween consecutive RE or WE pulses: lyg  tgw - 2 Clock periods minimum.

ACT, /), and CBC/EGB are valid 2CLKL 4+ 450 ns from we T of a Command Register write operation (for CA20C03W in WD2001

mude),

6. KPE outpul is valid within 2C1LKL + 450 ns from we T of a write of a Key Word byte that results in a parity error (for CA20C03W in
WID2001 mode).

7. ACT, E/D, BB and CBC/ECB are valid 2C1 K+ 30ns fromwe T of a Command Register write operation (for CA2C03A)

8. KPE outpul is valid within 1CLKL + 30 ns from we T of a wrile of a Kev Wond byle that results in a parity error (for CA20C03A)

9. DOA, KA and DIA pertain (o the WD2001 made (refer to CA20C01 data sheet)

[T I )
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CA20C03A & CA20C03W

Table 3-3b : AC Characteristics For CA20C03A (20, 25 MHz)

1 : Limits Limits
I Symbol Parameter Test Condition 20MHz 25MHz Unit
Min Max Min Max

tgr Ae T tonext Re L 2(‘|V<K 2CLK ns
tgw we T 10 next we L 2CLK 2CLK ns
ey Clock cycle time 50 40 ns
DAk DORT, DOAT from Re T i 2CLK+30 2CLK+30|  ns

. haw KRT, DIRT IVIRT, SPIRT KAT 2CLK+30 2CLK+30|  ns

and DIAT from we T i
DR DORY from Re { 40 a5 ns
how KR, DIRL IVIRY, SPIRL from CLOAD = 50 pE 40 35 ns
wel
[ RE T o DAL float 5 25 5 20 ns
i DAL hold from we T 5 5 ns
thsk DOAL from Re | 1CLE+30 LCLK+30|  ns
sw KAL. DIAL from we L 1CLK+30 1CLK+30|  ns
vw DAL sctop WET 20 20 o
tar . Master reset pulse width 2CLK 2CLK us
i

tRACH ] A0, AL, CS hold from Re T 0 0 ns
tRACS A0, AL CS sewp to AE L 5 s ns
Ry AE pulse width 50 40 ny
RpV RE L to DAL valid CLOAD = S0pF 45 35 ns
lwacH AD, AL CS hold from we T 0 0 ns
lwACS A0, ALCS setup to we 4 5 5 ny
twr WE Pulse Width 45 s ns

Ta=01070°C,Vpp = +5.0V + 10%, Vgg = OV

Notes for Tables 3a, 3b, and 3¢ continued:

10.

KR activation is valid within 2CLKL + 30 ns from we T (for CA20003A) and 3CLKL + 450 ns (for CA20C03W in WD2001 mode) from
we T of a write aperation that programs a | into the COMMAND REGISTER ACTIVATE bit (or from a ACT inpulT, it caps =),
Initial DIR activation is valid within 20CLKL + 30 ns from we T (for CA20CO3A) and 49 CLKL + 450 ns {for CA200C03W in WD2001
mode) of the 8th write into the Key Register

Initial DOR activation is valid within 20CLKL + 30 ns from we T (for CA20C03A) and 49 CLKL + 450 ns (for CA20C03W in WD2001
maode) of the 8th write into the Data Register.

When reading the Data Register (in response to DOR), subsequent data bytes are made available internally to the DAL oulput buffers within
2CLKL + 30 ns trom RE T (for CAZ0C03A) and 2 CLK L + 450 ns (for CA20C03W in WD2001 mode)

After reading the Data Register in response to DORs, DIR is activated and valid within 2CLKL + 30 ns from Re T (for CA20C03A) and 2
CLKL + 450 ns (for CA20C03W in WD2001 mode) of the 8th read from the Data Register.

All output timings assume CLOAD = S0pk-
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CA20CO3A & CA20C03W Newbridge Microsystems

Table 3-3c : AC Characteristics For CA20C03W (5, 8 MHz)
TA =0to70 ”C,VDD =+5.0V 1 10%,VSS =0V

Limits Limits E Limits
Symbol Parameter Test Condition 5MHz 8MHz ’ 10MHz Unit
Min Max Min Max Min Max
s ReTtonext Acd 201K 201K 2CLK ny
taw we T o next we | 201K 201K 201K ns
tey Clock cycle time 200 125 100 ns
oAk DORT, DOAT from re T 201K +45 201K 120 J2CLK420 | ns
ooy KrT. DIRT. IVIRT, SPIRT, 2C1LK+140 2CLK 8D [20LK+60 | s
KAT and DIAT from we T
thik DOR from Re | 150 100 80 ns
thow KR{, DIRE, IVIRI, SPIRL | CLOAD = 50 pk: 150 100 80 ns
from we L
o e T 10 DAL float 20 100 17 50 15 15 ns
i DAL hold from we T s 25 25 ns
s DOAL from AE L 1CLK 25 1CLK (20 ICLK» 20 | s
s KAL DIAL from we 4 1CLK 120 1CLK +20 ICLK+20 | ns
Ysww DAL setup WET 80 40 40 s
mr Master reset pulse width ! ! , 1 Hs
IRACH A0, A1, CS hold from re T 0 0 Lo ns
IRACS A0, Al CS selup to RE L 30 25 Is ns
R RE pulse width 220 150 100 ns
triyy Re L o DAL valid CLOAD - 50pl 150 s 90 ns
twACh A0, A1, €S hold from we T 0 0 0 ns
TWACS A0, ALCS setup to we L 30 25 15 ns
wr WE Pulse Width 125 100 95 ns
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CA20C03A & CA20CO3W

Figure 3-3 : Typical Key or Data Register Load Timing
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USING THE CA20C03A TO ATTAIN MAXIMUM THROUGHPUT

In order 10 obtain maximum throughput from the
CA20CO3A, the number of cycles used to perform 1O
operations is minimized. The throughput is dictated by eight
bytes writlen to the device plus 20 cycles for processing,
plus eight bytes read {rom the device for cach 64-bit block. If
the data sheet is followed explicitly, it would take 24 cycles
per 1/O operation for a total of 48 cycles (i.c. three cycles for
cach byte written to or read from the device as dictated by
taw liming parameters). So for each 64-bit block, 48 plus 20,
or 68 cycles are required, giving a maximum throughput of:
8bytes/(68 cycles x (40ns/eycle) = 2.95 MBytes/s.

The number of cycles per byte can be reduced to two by
following a few simple timing rules. The timing parameters

taw and typ specify two cycles between the rising edge of a
read or write and the falling edge of the next read or write.
Figure 3-7 shows this timing and hence the three clock
cycles per byte. In actual fact, two falling edges of the clock
are required between the rising edge of a read or write and
the falling edge of the next read or write. Figure 3-8 shows
how two cycles are achieved in this case. So for each 64-bit
block, 32 plus 20, or 52 cycles are required, giving a
maximum throughput of:

8bytes/(52 cycles x (40ns/eyele) = 3.85 MBytes/s

Two new timing parameters, t) and t, are introduced (see
Figure 3-8), and modifications are made to WR and RD (sce
Table 3-5 below).

Table 3-4 : Maximum Throughput /0 Timing For The CA20C03A Device

I T
[ sMHz |  10MHz 16 MHz 20MHz | 25MHz |
Symbol : i Unit
Min Max Min Max Min Max Min Max Min Max i
Lwr 125 18S 65 85 30 45 25 35 20 25 Lo
IR 125 RS 65 85 30 45 25 35 20 25 ns
RV 125 65 0 25 25 I s
4 2 2 2 : 2 2 | ons
.‘ i
t 13 13 13 ‘ 13 13 ‘ ns

Note: The following timing parameters onty apply when the timing of Figure 8 is used

Figure 3-7 : Typical /O Timing
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Newbridge Microsystems CA20CO03A & CA20C03W

Table 3-5 : DC Characteristics (T4 =01t0o 70 °C,Vpp = +5.0V £ 10%, Vgg = OV)

1 ;
| Limits
Symbol Parameter Test Conditions Unit
Min Max
I Input leakage current Vin=55v 10 +10 HA
Vi =0V -10 +10 HA
%Y Input low current only on V=0V 1 mA
CA20C03A crPs, Al, O/N pins, (note 3)
Input low current only on 16 mA
CA20C0O3W CRPS pin
Loy, Output leakage current OVEV SV -10 10 HA
[hpop Operating current Vin = Vpp ur Vgg i 2 mA/MHz
Vpp = 5.5V, Outputs open (note 3) 15 mA
Ipnsu Standby current Vin = Vppor Vgy 1.0 HA
Vpp = 5.5V, Outputs open (note 5) (0.1 Typ)
Vi Voltage input high 24 v
Vi Voltage inpul low (all inputs) 0.8 v
Yon Voltage output high Loj = - 100 HA 28 v
Vor. Voltage output Jow (g =+1.6mA 0.4 v
{
\ Vin Min. baltery back up voltage (note 4) 20 v
; Ik ata retention current in battery Vg =20V 15.0 pA
back up made {note 4)
Notes:
1. Iy applics only to inputs without pull-up resistors.
2. Iy applies only to inputs with pull-up resistors.
3. Values given in bold type face refer to CA20CO03W. All other values apply to both device types,
4. Battery back-up made applics to only the CA20CO3A device,
5 Applics to the CA2KCO3A device only.
Table 3-6 : Recommended Operating Conditions
DC Supply Voltage (V) +H4SViw+55V
Power Dissipation (Py,) I'w
’ Ambient Operating Temperatare (T4 Cominercial) 0 to +70°C

‘The power dissipation figure is based on typical internal logic dissipation plus the worst case set of outputs simultancously active with maximum rated
loads.

Table 3-7 : Absolute Maximum Ratings

DC Supply Voltage (Vi) 031w +7.0V
Input Voltage (Vy) 7 V 0310VDD +0.3V
DC Input Current (1) 1010 +10 mA
Storage Temperature, plastic (Tgp;) 7 -40” to +125‘;(‘ V

Stresses beyond those listed above may cause permanent damage Lo the device. These are stress ratings only, and functional operation of the device at
these or any other conditions beyond those indicated in the operational sections of this specitication is not implied. Exposure to maximum rating condi
tons for extended periods may affect device reliability.

Newbridge Microsystems

3-11



CA20C03A & CA20C03W

Newbridge Microsystems

FUNCTIONAL DESCRIPTION

The CA20CO3A/W Data Encryption Standard (DES) devices
consist of eight registers, two ciphering options, the DES
algorithm and key parity checking. The CA20CO3A also
contains the necessary logic to implement a Battery Back-up
Key option.

The eight registers include a 56-bit Key Register, a 64-bit
Data Register, a 64-bit Initial Vector Register, a 64-bit Temp
Register, two &-bit registers for both command and status, a
56-bit Static Key Register, and a 64-bit Static Data Register. A
block diagram of the CA20CO3A/W is shown in Figure 1.

The CA20CO3A devices can be programmed for encryption or
decryption using either the Electronic Code Book (ECB) or
Cipher Block Chaining (CBC) modes with or without a
Battery Back-up Key. The CA20C03W  device can be
programmed in ECB or CBC modes of encryption without a
Battery Back-up Key. Data is encrypted or decrypted with a
64-bit, user-defined Key Word. Data encrypted with a given
Key Word can be decrypted only using the same Key Word.
The Key Register is loaded by the system with ¢ight
successive byles beginning with the most significant byte of
the key. Parity is checked on each byte of the Key Word as it is
loaded into the Key Register. The least significant bit (DALD)
of each 8-bit byte is reserved for odd parity for that byte and is
not used in the algorithm calculation (sce Table 3-8 and
Table 3-9 below for Key Word loads and Data loads and
reads).

Table 3-8 : Format for Key Word Loads

7
DAL7

6
DAL6

5 4 3 2

DAlL2

1 Parity E

DALD !

DALY

DALS l DAL4 [ DAL3

Table 3-9 : Format for Data Loads and Reads

7
DAL7

6
DALG6

5
DALS

4
DAL4

3
DAL3

2
DAL2

1
DAL

0
DALO

In a mode without a Battery Back-up Key, the Key Word is
requested after each activation and should be loaded into the
Key Register. The Static Key Register and Static Data
Register are not used in this mode.

In a mode with a Battery Back-up Key, the Key Word is
requested only when the user requests a new key by
programming the Command Register, or when the Key Word
stored in the Static Key Register is found no longer valid after
power-up key verification. In this mode, the Key Word is
loaded into the Static Key Register, and a special 64-bit
pattern is requested and encrypted by the CA20C03A. The
encrypted pattern is loaded in the Static Data Register.

During power-down or power failure, the contents of these

two Static Registers are retained by the battery back-up

312

power. As soon as the power is up again, the contents in the
Static Data Register are used 1o verify and validate the
contents in the Static Key Register during the key verification
process.

When the CA20C03A/W is programmed for the Cipher Block
Chaining (CBC) modc, the fnitial Veetor (IV) is requested by
the device after the Key Word is loaded into the Key Register
and is ready to be used for encryption or decryption. The
Initial Vector Register is loaded with cight successive bytes
{most significant byte first) of Initial Vector data at the start of
each encryption or decryption process.

To encrypt plain data, the Data Register is loaded with eight
successive bytes (most significant byte first) of the first plain
text block. The contents of the Data Register are then added
{modulo 2) to the contents of the Initial Vector Register one
bit at a time. The maodified text is then encrypted to the DES
algorithm and the resulting encrypted (cipher) text is loaded
into the Initial Vector Register for the next block of plain text
o be modified, as well as being ready to be read out. This
cycle is repeated until all required data is encrypted. To
decrypt encrypted data, the Data Register is loaded with eight
successive bytes (8-bit) of the first cipher text block. The
contents of the Data Register are loaded into the Temp
Register and at the same time they are decrypted to the DES
algorithm. The resulting text in the Data Register is added
(modulo 2) with the contents of the Initial Vector Register.
The contents of the Initial Vector Register becomes plain text
and are loaded into the Data Repgister, ready to be read out.
The contents of the Temp Register are then loaded into the
Initial Vector Register to allow for the next block of cipher
lext to be decrypted. This cycle is repeated until all required
data is decrypted.

When the CA20C03A/W is programmed for Electronic Code
Book (ECB) mode, neither the Initial Vector Register nor the
Temp Register are used. The Darta Word is requested by the
device after the Key Word is loaded in the Key Register and
ready to be used for encryption or decryption. In both
encryption and decryption, the Data Register is loaded with
eight successive bytes (8-bit) of text, then the contents of the
Data Register go through the DLS algorithm calculation. The
resulting text in the Data Register is ready to be read out. It is
read by reading cight successive bytes (8-bit).

The data transfer into or out of the device's registers (Key
Register, Data Register, 1V Register) through the DAL bus is
accomplished by loading or reading out eight successive bytes
(8-bit). The first byte written to or read from these registers is
always the most significant byte. The data transfer between
registers (Key Register, Static Key Register, Data Register,
Static Data Register, IV Register and Temp Register) is
performed internally and automatically by this device.
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Table 3-12 : KEY Register (Load Only)

This 56-bit register contains the Key which is used to encrypt or
decrypt the data with the DES algorithm. The Key Register can
be loaded with eight successive bytes only when there is a Key
Request (status bit and output). The Key Register can also be
parallel loaded from Static Key Register in Battery Back-up
Key mode. This is a write-only register.

| DATA Reg. Bits | 55 49 ‘ awarl e 15.07 | 06,00
DAL Bits 1 T cee 7.1 7.1
Byte Loaded st | 2nd | Tth 8th

Table 3-13 : STATIC KEY Register (CA20C03A Only)

This 56-bit register contains the current Key for data encryption
and decryption using the DES algorithm. The Static Key
Register is updated when a new Key is loaded into the Key
Register and when the device is programmed for Battery Back-
up mode. The contents of this register are retained by battery
power during power-down or power failure. If the device is
programmed for & mode without a Battery Back-up Key, this
register is not used. The register is not accessible to the user.

DATA Reg.Bits | ss.49 | 4842 | «ov | 1507 | 06.00
+
DAL Bits 7.1 7.1 cee |70 7.1
Byte Loaded Ist nd —es [ 7ih 8th

Table 3-14 : DATA Register

This 64-bit register contains the plain or cipher text either to be
read out or that has been loaded in. During encryption, the Data
Register is loaded with plain text and contains cipher text 1o be
read out. During decryption, the Data Register is loaded with
cipher text and contains plain text to be read out. The Data
Register is always read or loaded with eight successive bytes
(8-hit).

The Data Register can only be loaded when there is a Data-in
Request or Speciul Pattern-in Request (Status bit and Qutput).
Similarly, the Data Register can only be read when there is a
Data-out Request (Status bit and Output). However, when the
device is programmed for a mode with Battery Back-up, the
contents of this register can be parallel loaded into the Static
Data Register when the special pattern for key verification is
encrypted.

| DATA Reg. Bits ‘ 63.56 | 55.48% .. 15.8 | 07.00
E DAL Bits | 79 7.0 see 7.0 7.0
] Byte Loaded ‘ It | 2nd ves Tth 8th
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Table 3-15 : STATIC DATA Register (CA20C03A
Only)

This 64-bit register contains the encrypted special pattern
for key verification. When the device is programmed for a
mode with a Battery Back-up, the Static Data Register is
updated whenever a new key is loaded in. The special
pattern is loaded in the Data Register and encrypted by the
new key, then the new encrypted special pattern is loaded
into the Static Data Register. The contents of this register
are retained by battery power during power-down or power
failure. If the device is programmed for a mode without a
Battery Back-up Key, the Register is not used. This register
is not accessible to the user.

]

] o | I
DATA Reg. Bits . a3 56 | 55.48 vee P15.8 | 07.00
DAL Bits ! 7.0 7.0 see 7.0 7.0
[ Byte Loaded Ist nd e [ Tth 8th

Table 3-16 : INITIAL VECTOR (IV) Register

This 64-bit register contains the initial vector or cipher text
for the Cipher Block Chaining mode. This register is first
loaded with the eight successive bytes (8-bit) of the Initial
Vector Register for the first block of plain or cipher text.
After the current text in the Data Register (plain or cipher)
has been processed (encrypted or decrypted), this register is
loaded with the current cipher text from the Data Register
(encrypt) or the next block of text from the Temp Register
(decrypt). This register is not used in the Flectronic Code
Book mode.

DATA Reg. Bits | 63 .56 | 55.48 rer 15.8 1 07.00
DAL Bits 7.0 7.0 ves 7.0 7.0
Byte Loaded Ist 2nd aes Tih | 8h

Table 3-17 : TEMP Register

This 64-bit register is a temporary storage place used in the
Cipher Block Chaining mode. This register temporarily
stores the current cipher text, before this text is loaded into
the IV Register during the decryption process. This register
is loaded with the cight bytes of cipher text from the Data
Register. It is not used in the Flectronic Code Book mode
and is not accessible to the user.

| DATA Reg. Bits | 43,56 | 55.48 3 ces 15.8 | 07.00

i

i DAL Bits 7.0 7.0 l sen 7.0 7.0

\ Byte Loaded Ist 2nd sen 7th | 8th
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DES ENCRYPTION MODES

Electronic Code Book (ECB) Mode Overview

The Electronic Code Book is a direct implementation of the
DES algorithm in which the same plain text always gencrates
the same ciphered text for a given cryplographic key. The
CA20CO3A/W determines the codebook entries each time. A
single bit error or change, in cither the input text block or the
key, causes an average bit error rate of 50% for its output
block. However, an error in one text block does not affect
any other block. In other words, there is no error extension
between blocks generated using the ECB mode.

The input and output block size is fixed at 64 bits. Since data
blocks are independently ciphered, this mode is suitable for
disk applications (see Figure 9).

The ECB mode has the weakness that identical block of
plain 1ext generate identical blocks of ciphered text. This
violates one of the basic laws of encryption security, namely:
never encrypl a given picce of information the same way
twice as it makes it easier for an attacker to break the code.
This shortcoming in the ECB mode is resolved by the Cipher
Block Chaining mode.

ECB ENCRYPTION

PLAIN TEXT
(84 BITS)

INPUT BLOCK

DES ENCRYPT

OUTPUT BLOCK

I
CIPHER TEXT
(64 B1TS)

Cipher Block Chaining (CBC) Mode Overview

The Cipher Block Chaining mode also operates on 64 bit
data blocks, but preprocesses the information before passing
it to the DES algorithm. An input data block is first EXORed
with a 64 bit Initial Vector (1V), then processed by the DES
algorithm. The resulting ciphered-output block is loaded into
the IV Register, to be EXORed with the next input block.
This chaining of cipher text blocks provides different outputs
for identical input blocks. It also gives an crror extension
characteristic  which  protects  against  fraudulent  data
insertion, deletion or alteration in a block sequence (sce
Figure10). A one-bit error in the input text block, the key or
the Initial Vector causes an average error rate of 50% in all
subsequent output blocks. Thus, the CBC mode is far better
suited to high-speed data communications applications.

Cipher Feedback (CFB) and Output Feedback
(OFB)

These two DES modes can be implemented with the
CA20CO3A/W using the ECB mode with additional software
overhead. For more information refer to the publication:
Cryptography and Data Security, by D. Denning, Addison-
Wesley Publishing Company, Inc., 1982.

ECB DECRYPTION

CIPHER TEXT
(84 BITS)

INPUT BLOCK

DES DECRYPT

OUTPUT BLOCK

PLAIN TEXT
164 BITS)

Figure 3-9 : Electronic Codebook (ECB) Mode
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REGISTER DESCRIPTIONS

Table 3-10 : Command Register

This 8-bit read/write register controls the operation of the CA20CO3IA/W. It is normally loaded only once for an entire

encryption or decryption process.

NEW/OLD (N/O)

ACTIVATE (ACT)

KEY ERROR OUTPUT

ENCRYPI/DECRY I (E/D)
nfu

BATTERY BACK-UP KEY (BB)

NEW KEY REQUEST (NK)

CIPHER BLOCK
CHAINING/ ELECTRONIC CODE BOOK
{CBC/Ewe )

r
Bits i
i
70 [ CRC/ecB NK
Name

Function

BB } n/u E/MD KEOE ACT N/O

Description

When logic 0, the DES device is backward compatible with the WID2001 device in both hardware & software
When logic |, the DES device is in CA20C03A/W mode.

This bit must be logic 1 for encrypt/decrypt operation. When this bit is set from logic () to logic 1, one of the

following events happen:

¢ Initiales loading the Key Register in non-battery back-up key mode.

* Initiates loading the Key Register in Battery Back-up Key mode while NK (command bit) is logic 1

* Initiates Special Pattern-in Request in Battery Back-up Key mode while NK = 0 and KV (status bit)
is logic 1.

* Initiates a Data-in Request in Battery Back-up Key mode while NK = 0, KV = 0, and CBC/EcB
{command bit} is logic 0.

* Initiates an Initial Vector-in Request in Battery Back-up Key mode while NK = 0, KV = 0 and
CBC/ecs = 1.

When logic 0. the KEY PARITY ERROR output pin { ket ) remains inactive regardless of the status of the KEY
PARITY ERROR hit (status bit 5). When logic 1. the KEY PARITY ERROR output pin is active when the KPE
bit (status bit 5) is logic 1. This bit set to logic | upon a MASTER RE

When logic 0, data is to be encrypted. When Jogic 1, data is 1o be deerypied.

Not used
When logic 0, the DES device is in non-battery back-up key mode. When logic 1, the DES device is in Battery
Back-up Key mode. This bit is only used in the CA20C03A device

This bit is ignored in non-battery back up key mode. While in Bantery Back-up Key made, a key request is
initiated when NK = |, or the device skips the key loading process and does either the Cipher Block Chaining
process or the Electronic Code process when NK = 0. This bit is only used in the CA20C03A device.

When logic 0, the DES device enerypts/decrypts data using the Electronic Code Book methad. When logic 1,
the DES device encrypts/decrypts dala using the Cipher Block Chaining method.

Note: All bits of the Command Register are reset to logic 0 upon MASTER ResEr when ¢rps = 1, except bit 2 (KEOE) which is set 1o | When GRS
= (). this register is disregarded after MASTER RESET

Newbridge Microsystems
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Table 3-11 : Status Register

This 8-bit read-only register monitors the status of the device.

Bits Function
70 DOR DIR KPLE KR IVIR SPIR RI.K KV
Name Description
KEY VERIFICATION If the CRPS pin is togic 1, this bit is set cach time the N/ bit of the Comimand request (KY) Register is set from logic
REQUEST (KV) 0 to logic 1. If the cAPS pin is logic O and N/O) is logic O, this bitis set upon each MASTER RESET . T1Uis reset at the end

of the Key Verification process while the Key is valid, or al the end of the Key Reloading process. This bitis only used in
the CA20CO3A device

RELOAD KLY REQUEST This bit is set when the user requests a new Key (NK - V) in Hartery Back up Key mode (BB = 1) or at the end of the
(RL.LK) Key Verification process when the Key is found not valid. When this bit is sct, the Kev Relouding process starts. This bit
is reset at the end of the Key Reloading process. The reset occurs when the encrypted Special Pattern tencrypted by the
new loaded Key) is loaded into the Static Data Register from the Data Register 1f this bit becomes set, it can only he
cleared through the Key Refoading process or by performing a Master Resel {ie. deactivating the device by writing to
the command registers will not reset this bit). This hit is only used in the CA20C03A device.

SPECIAL PATTERN-IN This bit is sct to logic 1 when the ACT bitis progranuned from logic 0 to logic 1, BB = 1 NK = 0, and KV = |, or when
REQUEST (SPIR) KR is resct from logic | to logic O and RILK = 11t is reset upon loading of the last (8th) byle of the Special Pattern into
the Data Register. This hit is only used in the CA20C03A device.

INITTAL VECTOR IN This bit is set to logic | upon one of the following conditions:

REQUEST (IVIR) * Completion of Key Register loading while BB - 0 and CBC/icn - 1.

* Completion of Key Reloading process while BB - 1 and CBC/xcu - 1 (CA20C03A device only).

* Completion of Key Verification process and the Key being found valid while BB - 1 and
CBC/rce — 1 (CA20C03A device only).

* The ACT bit is set from logic O to logic 1 while BB 1, NK - 0, KV - 0D and CBC/tca - 1 (CA20C03A
device only).

This bit is reset upon loading of the last (8th) byte of the Initial Vecror.

KLY REQULEST (KR) This bit is set to logic T when ACT is programmed from fogic O to logic 1 and BB - 0 or, when RLK is set intermally
from logic O to logic 1 (CA20C03A device only). IHis reset upon loading of the last (81h) byte of the Key Register.

KEY PARITY ERROR (KPE) ‘This bit iy set internalty upon detection of a parity error during toading ol the Key Register, It is reset when ACT is
programmed from logic 1 to logic 0 (i.c., the device is deactivated )

DATA-IN REQUEST (I2IR) This bit is set to logic 1 upon one of the following conditions
* Completion of Key Register loading while BB = 0 and CBC/ren - 0.
+ Completion of the Key Reloading process while BB 1 and CBC/wcn - 0 (CA20C03A device only).

« Completion of the Key Verification process and the Key being found valid while BB = 1 and CBC/is =0
(CA20C03A device only).

* The ACT bit is set from logic O to logic 1 while BB = 1, NK - 0, KV = 0 and CBC/rca = 0 (CA20C03A
device only).

= Completion of IV Register loading while BB - 1 and CBC/rcrn — 1 (CA20C03A device only).

» Completion of Data Register reading (i.e.: the last Data-out Request has been serviced by an B-byte read
and the Data Register is now emptied and ready to be loaded with the next Data Word)

“This bil is reset upon loading of the last (8th) byte of the Data Register.

DATA OUT REQUEST (DOR) | "This bitis set upon completion of the internal encrypt/decrypt caleulation of a Hate Word. 1t is reset upon reading the
last (8th) hyte of the Data Register.

Nole: Upon MASTER RESET and crrs is logic |, the Status Register is not addressable because the device comes up in the WD2001 mode. Oncee the
Command Register is programmed into the new mode twrite 1 to the NAO bit) the Status Register is addressable and will have all bits reset to 0, except
the KV bit which is set to a logic 1. When cers - Oand AL O/n = 0, all bits are reset 1o 0 except KV (hit 0) which is set to logic |
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TIME = 1 TIME = 2 TIME = n
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INITIALIZATION ! ‘ *
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DES ENCRYPT DES ENCRYPT DES ENCRYPT
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|
| |
s | l
] Y
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DES DECRYPT ‘ DES DECRYPT i DES DECRYPT
BDECRYPT <! h 2 ‘ n
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LEGEND ‘

D, = DATA BLOCK AT TIME 4

Iy = ENCRYPTION INPUT BLOCK AT TIME J
C, =CIPHER BLOCK AT TIME J ‘

+ = EXCLUSIVE-OR ‘

Figure 3-10 : Cipher Block Chaining (CBC) Mode
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CA20C03A/W MODES of OPERATION

The CA20C03A/W can operate in two major encryption
modes: Electronic Code Book (ECB) mode and Cipher
Block Chaining (CBC) mode (each an implementation of the
DES algorithm). Each of these two modes can be selected
with or without Battery Back-up, giving a total of four
operational modes (for the CA20CO3A):

¢ Electronic Code Book without a Battery Back-up Key

« Cipher Block Chaining without a Battery Back-up Key

* Electronic Code Book with a Battery Back-up Key

» Cipher Block Chaining with a Battery Back-up Key

The CA20CO3W only supports the non Battery Back-up
modes of encryption. The CA20COIA/W can also be
programmed to operate in a WD2001 mode, which offers
ECB type cncryption only. When the N/O bit is programmed
to logic 1, the device is in the CA20C03IA/W mode, and
either ECB or CBC type encryption modes can be selected.
When the N/O bit is logic (), the device is in WD200!1 mode.
All modes are described in more detail below.

WD2001 Compatibility Mode

To ensure backward compatibility with the WD2001 device,
the CA20CO3A/W can also be programmed to emulate
functions in the WD2001 (ECB mode only). This is
determined by the setting of bit 0 (N/O) in the Command
Register, which indicates whether the CA20CO03A/W is in
WD2001 mode (ECB) or in CA20CO03A/W mode (ECB or
CBC). When the N/O bit is programmed to logic 0, the
device is in the WD2001 mode (ECB) and only the
Command/Status, Data, and Key Registers are then
available. The pinouts and the operation of the device and the
functions of the three registers in this mode are exactly the
same as in the WD2001 (refer to CA20C01 data sheet for
detailed operational information). If WD2001 maode is in use
in a CA20CO3A device, pin 6 of the device can he connected
to +5 V, or left unconnected. If WD200! mode is in use with
a CA20C03W device, then pin 6 can still be connected to
+12 V without harming the device.

Caution: Pin 6 of a CA20C03A device must not be connected
to +12 Vas it will irreparably damage the device.

Electronic Code Book without a Battery Back-up
Key

The CA20CO03A/W operates in this mode when bit 5 (BB),
and bit 7 (CBC/ECB ) in the Command Register are set to
logic 0. After the device is selected to be in this mode, it is
initiated by setting bit | (ACT) in the Command Register to
logic 1. The CA20CO3A/W responds by activating the kiy
rEQUEST (KR, pin 26) output.

3-18

A0 must be deactivated (1o allow the CA20CO3A/W to
internally address the Key Register) before loading the 64-bit
Key Word into the Key Register. The Key Register is loaded
with eight successive bytes (8-bit) by activalingWE eight
times (with €S active).

When WE is activated, the CA20CO3A/W deactivates the
KEY REQUEST (KR) output. When WE is deactivated, the
CA20CO3A/W activates the KR output. The CA20CO3A/W
activates eight Key Requests 1o fill up the Key Register.

Table 3-18 : CA20C03A/W Register Select

Register cs AD Al CRPS
Status O 1 1 1
Command | 0 ; 1 0 1
Key, IV and Data ‘ 0 4] X 1

t
X = Don’t care

The KR output can either be used for asynchronous
handshaking (as in DMA control) or, after the first activated
KR, further activations can be ignored and the Key Register
can be loaded synchronously (as in programmed 1/O) by
eight successive activations of WE.

Each byte of the Key Word is checked for odd parity when it
is loaded into the Key Register (see Figure 3-11). 1f a parity
error is detected, the CA20COIA/W sets bit S (KPE, KEY
PARITY ERROR) in the Status Register to logic 1. 1f bit 2
(KEOE, KLY ERROR OUTPUT ENABLE) in the Command
Register has been set, the device also activates the KPE (pin
22) outpul. Bit § (XPE. KEY PARITY ERROR) in the Status
Register is reset to logic () when bit 1 (ACT, ACTIVATE) in the
Command Register is reset to logic 0.

After loading the eighth byte of the Key Word into the Key
Register, the CA20C03A/W sets DIR, DATA-IN REQUEST in the
Status Register and activates the DATA IN REQUEST {DIR, pin
27) vutput (see Figure 3-12). The 64-bit Data Word should
then be loaded into the Data Register, which is loaded in the
same manner as the Key Register by eight successive
activations of DATA IN REQUEST (DIR, pin 27) output and WE
input.

After the cighth (last) byte of the Data Word has been loaded,
the CA20CO3A/W  starts  its  operation  internally by
encrypting or decrypting the data to the DES algorithm.
Upon completion of this operation, the encrypted or
decrypted data is loaded into the Data Register, the
CA20CO3A/W scts bit 7 {DOR, DATA OUT REQUEST) in the
Status Register and activates the DATA-OUT REQUEST (DOR,
pin 28) output (sce Figure 3-13).
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The Data Word must then be read from the Data Register in
the same manner as it was loaded (by eight successive
activations of DATA OUT REQUEST output and RE input).

After the first request, further activations of the DIR and
DOR outputs can be ignored and the Data Register can be
loaded or read by eight successive activations of WE or RE .

After the eighth (last) byte of the Data Register has been
read, the CA20CO3A/W reactivales the DATA-IN-REQUEST.
The cycle of loading the Data Register, encrypting or
decrypting of the data 1o the DES algorithm, and reading the
new data from the Data Register is repeated until all required
data has been encrypted or decrypted with the current Key
Word. Figures 3-11 to 3-13 are flowcharts which will aid in
the understanding of the device operation in this mode.
When this is completed, bit 1 (ACT. ACTIVATE) in the
Command Register should be reset to logic 0 to lock the last
Key Word loaded into the CA20CO3A/W. This prevents the
access and use by an unauthorized user. To resume
operation, the Activate bit must be reset to logic 1. This
activates the Key Request and a new Key must be loaded
before the Data Register can be accessed.

Plain data is encrypted by loading it into the Dala Register,
and encrypted data is read from the Data Register after E/D,
ENCRYPT /DECRYPT in the Command Register has been set
to logic 0.

Data is decrypted by loading it into the Dala Register, and
plain data is read from the Data Register after E/D,
ENCRYPT /DECRYPT in the Command Register has been set
to logic 1.

Caution: To accomplish switching from encryption to
decryption (or vice versa) with the same Key Word before a
Data Word transfer is initiated, A must be set to | and Al to
0. The CA20C03A/W then overrides the internal addressing
of the Data Register and addresses the Command Register,
which cun now be reprogrammed. When AQ is deactivated,
the device then internally addresses the Data Register, while
awaiting the loading of the next Data Word.

Cipher Block Chaining without
a Battery Back-up Key

The CA20CO3A/W operates in this mode when bit 5 (BB)
and bit 7 (CBC/EBC) in the Command Register are set
respectively o logic 0 and logic 1. Once the device is
programmed in this mode, it can be initiated by setting bit 1
(ACT) in the Command Register to logic 1. The
CA20CO3A/W now responds by activating the KEY REQUEST
(KR) output. Refer to Tuble 3-18 for register selection.

AO must be deactivated (to address the Key Register
internally), and the Key Register must be loaded with the 64-
bit Key Word in the same manner as performed in the

Newbridge Microsystems

Electronic Code Book mode without a Battery Back-up Key.

When the eighth (last) byte of the Key Word is loaded in the
Key Register, the CA20C03A/W sets bit 3 (IV-IN REQUEST)
in the Status Register and activates the 1vV-IN REQUEST (IVIR)
output. The 64-bit Initial Vector Word must then be loaded
into the IV Register in the same manner as the Key Register
was loaded, that is, by eight successive activations of 1V-IN
REQUEST output and WE inpul.

After the eighth (last) byte of the Initial Vector Word has
been loaded, the CA20CO3A/W sets bit 6 (DATA IN REQULST)
in the Status Register and activates the DATA-IN REQUEST
(DIR) output. The 64-bit Data Word must then be loaded into
the Data Register in the same manner as the Key Register
was loaded, that is, by eight successive activations of DATA-
IN REQUEST output and WE input.

The plain text is loaded into the Data Register when the
ENCRYPT /DECRYPT bit has been set to logic 0. When this is
completed, that is, after the eighth (last) byte of the plain
Data Word has been loaded into the device, the contents of
the 1V Register are added to the plain text consecutively bit
by bit with modulo 2 arithmetic and the CA20CO3A/W
begins the internal calculation of the DES algorithm for the
cipher text.

o

/ LOAD(READ)
*/COMMAND (STATUS)
{ reGreTER

NO l

-« ACTIVATED
7
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KEY REQUEST
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i SET KEY PARITY
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/
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Figure 3-11 : Key Word Loading Procedure
(ECB Mode Only)
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Figure 3-12 : Activating DIR Output Procedure (ECB
Mode Only)
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When completed, this data is loaded into both the Data
Register and the IV Register (where it overrides the original
Initial Vector Word). After (parallel) loading the new data
into these two registers, the CA20CO3A/W sets bit 7 (DATA
OUT REQUEST) in the Status Register and activates the DATA-
ouT REQUEST (DOR) output.

The new cipher Data Word must then be read from the Data
Register in the same manner as it was loaded, that is, by eight
successive activations of DATA-OUT REQUEST output and RE
input.

After the eighth (last) byte of the Data Register contents have
been read, the CA20CO3A/W reactivates the DATA-IN
REQUEST and the next cycle can begin. This continues until
all required (plain) data has been encrypted with the current
Key Word in the manner previously described, that is, by:

* Loading the Data Register with plain text

¢ Adding the (previous) cipher text contents ol the IV
Register to the contents of the Data Register

¢ Calculating the DES algorithm for cipher text

* Loading it into the IV Register for operation (addition) to
the 64-bit (plain) Data Word

¢ Reading it (cipher text) from the Data Register.

When decrypting, bits 1 (ACT) and bit 3 ( zxcryer /DECRYPT)
in the Command Register are set 1o 1 respectively. This
activates the KEY REQUEST output indicating that the original
key must now be loaded into the Key Register. After the key
is loaded, the CA20CO3A/W requests that the initial vector
be loaded into the IV Register. When this is completed, the
data request input pin is activated and the first eight bytes of
cipher data need to be loaded into the Data Register. After
the eight bytes of the cipher Data Word have been loaded
into the device, the contents of the Data Register are
transferred into the Temp Register and the CA20C03A/W
begins the internal caleulation of the DES algorithm for clear
data. When completed, this data is added consecutively bit
by bit to the contents of the IV Register using modulo 2
arithmetic. The modified plain text data is then loaded into
the Data Register while the contents of the Temp Register are
loaded into the 1V Register, overriding the existing /nitial
Vector.

After completion of these operations, bit 7 (DATA OUT
REQUEST) in the Status Register s set and the DATA ouT
REQUEST (DOR) output is activated. The plain Data Word
must then be read from the Data Request in the same manner
as it was loaded, that is, by eight successive activations of
DATA OUT REQUEST output and RE input.
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After the cighth (last) byte of the Data Register contents have

been read, the CA20CO3A/W  reactivates the DATA-IN

REQUEST and the next cycle can begin. This continues until

all required (cipher) data has been decrypted with the current

Key Word in the manner previously described:

* Load the Data Register with cipher rext

* Load the contents of the Data Register into the Temp
Register

e Calculate the DES algorithm for clear text

* Add the clear text contents in the Temp Register to the
(previous) cipher text contents in the IV Register

* Load plain text into the Data Register

* Transfer the contents of the Temp Register 1o the 1V
Register for the next 64-bit cipher Dara Word

* Read plain text from the Data Register.

As previously explained, for DATA-IN, IV-IN, and DATA-OUT,
after the first request, further activations of DIR, IVIR, and
DOR outputs aren't necessary. Loading the IV Register and

the Data Register is performed by cight successive
activations of WE and reading the Data Register is
performed by eight successive activations of RE.

When all required data has been encrypted or decrypted with
the current Key Word, bit 1 (ACTIVATE) in the Command
Register should be programmed to logic 0 10 lock the last
Key loaded into the CA20CO3IA/W. This prevents the access
and use of it by an unauthorized user. To resume operation,
the activate bit must be programmed to logic 1. This activates
the Key Request and a new Key must be loaded before the
Data Register can be accessed.

Caution: At the end of each encrypted or decrypted file (or
message), the CA20C03A/W is waiting for the Data Word,
not for the reloading of the Initial Vector: that is, DIR output
is active. In order 1o activate the IVIR output and re-load the
Initial Vector, the device has to be restarted. This can he
accomplished by deactivating the CA20C03A/W and then
reactivating it once more, This forces the re-loading of the
Key Word. This procedure should be followed even when it is
desired to use the sume Key Word for the encryption or
decryption of the next file (or message).
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Electronic Code Book with a Battery Back-up Key

The CA20CO3A operates in this mode when bit 5 (BB) and

bit 7 (CBC/ecB) in the Command Register are set

respectively to logic | and logic O (this does not apply to the

CA20CO3W). After the device is programmed for this mode,

it is initiated by setting the ACT bit in the Command Register

to logic 1. The CA20CO3A responds in one of the following
ways:

* When bit 6 (NK, NEW KEY) in the Command Register is set
to logic 1, the CA20CO03A responds by setting bit | (RLK,
RELOAD KEY) and bit 4 (KR, KEY REQUEST) in the Status
Register. It also sets the KEY REQUEST output in the Key
Reloading state.

Caution: The RLK bit can only be reset by the Key
Reloading process or by performing a Master Reset.
Deactivating the device by writing to the Command
Register will not reset this bit.

A0 needs to be deactivated to allow the CA0CO3A to
select the Key Register internally and load it with the 64-
bit Key Word (in the same manner as in the Electronic
Code Book mode without a Battery Back-up Key). Refer
to Table 16 for register selection.

When the cighth (last) byte of the Key Word has been
loaded into the Static Key Register then bit 2 (SPECIAL
PATTERN-IN REQUEST) in the Status Register is set and the
SPECIAL PATTERN-IN REQUEST (SPIR, pin 4) output is
activated.

The 64-bit Special Pattern must now be loaded into the
Data Register in the same manner as the Key Register, that
is, by eight successive activations of SPECIAL PATTERN-IN
REQUEST input and WE input.

When the eighth byte of the Special Pattern has been
loaded into the Data Register, the device starls to encrypt
the Special Pattern Word in Electronic Code Book mode.
Upon completion of the DES algorithm calculation, the
cipher data is then loaded into the Static Data Register,
and the CA20CO3A resets RELOAD KEY bit and the KEY
VERIFICATION bit in the Status Register. The device is now
out of the Key Reloading state and continues in Electronic
Code Book mode by setting bit 6 (DATA-IN REQUEST) in
the Status Register and activating the DATA IN REQUEST
(DIR, pin 27) output.

3-21



CA20C03A & CA20C03W

Newbridge Microsystems

* When bit 6 (N:W KEY) in the Command Register is set to
logic 0 and bit 0 (KEY VERIFICATION) in the Status
Register is set to logic 1, the CA20CO3A responds by
selting bit 2 (SPECIAL PATTERN IN) in the Status Register.
The device also activates the SPECIAL PATTERNIN (SPIR)
output, loads the contents of the Static Key Register into
the Key Register in order to encrypt the Special Pattern,
and enters the Key Verification state.

A0 must be deactivated (to allow the CA20CO3A to
address the Data Register internally) and the Data
Register must be loaded with the 64-hit Special Pattern
Word in the same manner as the Key Register was loaded,
that is, by eight successive activations of SPECIAL
PATTERN IN REQUEST output and WE input.

When the eighth byte of the Special Pattern has been
loaded into the Data Register, the CA20C03A starts 1o
encrypt the Special Pattern Word in the Electronic Code
Book mode. Upon the completion of the DES algorithm
calculation, the cipher data is compared with the contents
of the Static Data Register.

I they are not the same, the CA20CO03A sets bit |
(RELOAD KEY) and bit 4 (KEY REQUEST) in the Stalus
Register and activates the KEY REQUEST (pin 26) output to
start the Key Reloading process as was previously
described. Upon the completion of the Key Reloading
operation, the device sets bit 6 (DATA IN REQUEST) in the
Status Register and activate the DATA IN REQUEST (DIR,
pin 27) output to start the Electronic Code Book mode.

If the new cipher data and contents of the Static Data
Register are the same, the CA20CO3A resets bit 0 (KEY
VERIFICATION), sets bit 6 (DATA IN REQUEST) in the Status
Register, and aclivates the DATA IN REQUEST (DIR, pin 27)
output to start the Electronic Code Book mode.

* When bit 6 (NEW K1Y ) in the Command Register is set to
logic 0 and bit O (KEY VERIFICATION) in the Status
Register is set to logic 0, the CA20CO3A loads the
contents of the Static Key Register into the Key Register,
sets bit 6 (DATA IN REQUEST) in the Status Register and
aclivates the DATA IN REQUEST (DIR, pin 27) output to
start the Electronic Code Book mode. The operation is the
same as previously described in the Electronic Code Book
mode without a Battery Back-up Key.
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Note that to accomplish switching from encryption to
decryption (or vice versa) without deactivating the
CA20CO3A, and before a Duta Word transfer is initiated, AQ
must be set to 1 and Al to 0 to address the Command Register
and override the addressing of the Data Register internally.
The Command Register can now be re-programmed. When
AQ is reset to togic 0, the CA20C03A will now address the
Data Register internally while awaiting the loading of the
next Data Word.

Cipher Block Chaining with a Battery Back-up Key

The CA20C03A operates in this mode when the BB and
CBC/ECB bits in the Command Register are set to logic |
(this does not pertain 1o the CA20C0O3W). Afler the device is
programmed for this mode, it is initiated by setting the ACT
bit in the Command Register to logicl.

The CA20CO3A responds in one of the three ways previously
described in the section Electmonic Code Book with u Battery
Back-up Key. However, after completion of the Key Reload or
Key Verification operations, the device starts operating in the
Cipher Block Chaining mode instead of the Electronic Code
Book mode. It sets INITIAL VECTOR-IN REQUEST in the Status
Register and activales the INITIAL VEECTOR IN REQUEST (IVIR)
output.

When the CA20CO3A is in the Cipher Block Chaining mode,
its operation is the same as previously described in Cipher
Block Chaining without a Battery Back-up Key. A sample
battery back-up circuit is shown in Figure 14.

Note that at the end of cach encrypted or deerypted file (or
message), the CA20C03A is waiting for the Data Word, nol
for the reloading of the Initial Vector; that is, DIR output is
active. In order to activate the IVIR output and re-load the
Initial Vector, the device has to be re-started by deactivating
and then reactivating it. This restart procedure forees the re-
loading of the Key Word and should be followed even when
the same Key Word is desired for the encryption or decryption
of the next tile (or message).
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Command Select Option

The CA20CO3A/W can be programmed through the DAL bus tines or through the input pins. When the COMMAND REGISTER
PIN SELECT ( CRPS , pin 20) input is set to logic 0, the (A1,0/N), ACT, €/D, BB, (AO,NK), and CBC/ECB pins are enabled as
inputs which override bits 0, 1, 3, 5, 6, and 7 in the Command Register. This override allows input pins to control the
CA20CO3A/W. Bit 2 (KEOE) in the Command Register remains at logic 1.

The Al and A0 bits are disregarded in this option, and the Command and Status Registers cannot be accessed using the DAL
bus lines.

Note that the ACT pin must be toggled from logic 1 to logic O to clear a parity error detection when operating in this mode.
All other operations are the same as described previously.

Caution: Upon MASTER RESET , while CRPS and AILO/N pins are logic 0, the CA20CO3A/W does not return to the 2001
made, but stays in the CA20C03A/W mode and sets bit 0 (KV) in the Status Register.

Vi
BV 8 g | Yeeo
Vss
DSs1210 : v
{Note 2) DD
| VBATY
Vgar2 (Note 1) CA20C03A
CE . [ TR YR | DES ‘
{FROM DEGOOLI 6 : ‘ PROCESSOR |
4 a ‘ ‘
1 cs
| 2y’
Notes

1. VpaT2 Is optional (use if double redundant back-up is required for failsoft operation).
2. Dallas Semiconductor DS 1210 Non-volatite Controlier,

Figure 3-14 : CA20C03A Battery Back-up Circuit Example
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Table 3-19 ; Test Data For Electronic Codebook (ECB) Mode

E-Key=D Key= 0123456789ABCDEF

Decryption

Encryption
Timem 7
1
2

3

Plain Text
4617720697 32074

6865207469606520

6661:722061606C20

Time
1

2

3

Cipher Text
IHALOEBAYRADARS
6A271787ABRERATY

ROINSIECABSGIRSD

Cipher Text
IFAAOERAYBADARLS
6A271 TBTABEERIY

893DSTECABS63R53

Plain Text
AEOETT2009732074
6RO52074696D6520

666E72200160C°60720

Table 3-20 : Test Data For Cipher Block Chaining (CBC) Mode

Decryption

E-Key = D Key — 0123456789ABCDLEF
[VE = [VD - 1234567830ABCDEF

Encryption
Time

1

(S S ]

Note for Table 3-19 and Table 3-20: The plain text in both cases is the ASCI code for “Now is the Time for aff
ten in hexadecimal notation: 1, b6, bS, b4, h3, b2, bi, h(}

Time
1
5

3

Piain Text
AEOIT772069732074
6%652074696D6520

6O6ET2206 1606020

Cipher Text

ESCTCDDERT2BYE27C

4319 34008CIBOCOE

HRITERA99ATCOSES

Cipher Text

ESCTCDDERT2BEIC

43E934008C 3ROCOE

683788499ATCOSEG

i

Plain Text
AE61TT20609732074
6865207469616520

666L7220616C6C20

" These seven-bit characters are writ-
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